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DNSSEC Validation

https://stats.labs.apnic.net/dnssec/XA?hc=XA&hx=0&hv=1&hp=0&hr=1&w=7

Roughly 30 - 32%

https://stats.labs.apnic.net/dnssec/XA?hc=XA&hx=0&hv=1&hp=0&hr=1&w=7


https://stats.labs.apnic.net/dnssec/XA?hc=XA&hx=0&hv=1&hp=1&hr=1&w=7&p=0

https://stats.labs.apnic.net/dnssec/XA?hc=XA&hx=0&hv=1&hp=1&hr=1&w=7&p=0


Observed DS Record Count Growth

https://stats.dnssec-tools.org/

https://stats.dnssec-tools.org/


Domains with signed MX and DANE records

https://stats.dnssec-tools.org/

http://stats.dnssec-tools.org/


RPKI Global IPv4 Prefixes

https://rpki-monitor.antd.nist.gov/



RPKI Covered IPv4 Prefixes by RIR

https://certification-stats.ripe.net/
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ccTLD DNSSEC Deployment Status



ccTLD DNSSEC Status  2022-03-07

2 Africa

Europe4

North America

Latin America/
Caribbean islands

Asia/Australia/ 
Pacific

Experimental (9)
Announced (4)
Partial (1)
DS in Root (59) 
Operational (78)
DS Automation (7)



ccTLDs DNSSEC Operational Status

TLD Map Region Status
CH EUR DS Automation
CZ EUR DS Automation
LI EUR DS Automation
SE EUR DS Automation
NU AP DS Automation
CR LAC DS Automation
SK EUR DS Automation

DS Automation is a new status for ccTLD that support 
and implement CDS/CDNSKEY automation

–
more to come on that today J



ccTLDs DNSSEC Operational Status
TLD Map Region Status
IR AP Experimental
UM AP Experimental
GB EUR Experimental
AI LAC Experimental
CI AF Experimental
HT LAC Experimental
IQ AP Experimental
MS LAC Experimental
MU AF Experimental
TO AP Experimental
XN--J1AMH EUR Experimental

TLD Map Region Status
GH AF Announced
GA AF Partial
PY LAC Announced
SD AF Announced
TR AP Announced
XN--FZC2C9E2C AP Partial
XN--LGBBAT1AD8J AF Announced
XN--XKC2AL3HYE2A AP Partial

Excluding the “Operational 
and DS in Root”

If you are listed here and are fully DNSSEC operational, please contact us.



ccTLDs DNSSEC <DS in Root> Status

If you are listed here and are fully DNSSEC operational, please contact us.

AD
AG
AR
AW
AX
AZ
BH
BN
BT
BV
BW
BZ
CC
CY
DM

DZ
FJ
FM
FO
GD
GG
GI
GN
GW
GY
ID
JE
KG
KW
KY

LA
LB
LC
LR
LY
MA
MC
MD
MM
MR
NC
PW
RS
RW
SG

SJ
SN
SY
TN
TV
UG
UZ
VC
VE
VU
WS
XN--45BRJ9C
XN--FIQS8S
XN--FIQZ9S
XN--FPCRJ9C3D
XN--GECRJ9C

XN--H2BRJ9C
XN--L1ACC
XN--MGBBH1A71E
XN--MGBX4CD0AB
XN--PGBS0DH
XN--S9BRJ9C
XN--WGBH1C
XN--XKC2DL3A5EE0H



Questions & Answers

DNSSEC Resources
www.dnssec-tools.org
stats.dnssec-tools.org
stats.labs.apnic.net/dnssec

RPKI Resources
rpki-monitor.antd.nist.gov
certification-stats.ripe.net
www.securerouting.net
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Thank You

d


